SECURITY IS NOT A
PRODUCT; IT IS A PART
OF ALL PRODUCTS.
KNOWLEDGE ABOUT
SECURITY IS NEEDED
TO GET THE CORRECT
SELECTION OF
PRODUCTS AND
SERVICES.

Security mechanisms will never keep

IT systems safe from everything! If that ever

happens, nothing will get done. Security risks must be

small enough to allow successfulbusinesses to be operated safely.

Today, we live in a world where a large number of people called “hackers” are spending a
significant amount of their useful life trying to do organizations harm. They are breaking into IT
systems and databases trying to steal or destroy anything to which they can get access. This may
seem like a curious thing to do, but it is the way of things. This article will review the elements of
security of which a manager of an IT system must be aware. This guidance is provided in hopes
of helping our customers operate their systems successfully. Remember, security is based on who
and what one trusts.

Physical Security

One of the first items of security is to make sure to lock up all server/desktop/laptop/etc.
machines. This may not seem necessary because there is a password required to log on to the
machine, but remember that with the machine and a few common tools, the hard disk can be
removed from the machine and placed in another environment where all the data on the disk can
easily be read, copied, etc. Physical security is necessary to begin with in order to allow all other
security measures
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